Quarter Note Limited

Data Protection / GDPR Policy

Purpose:

To ensure that Quarter Note Limited processes personal data lawfully, fairly, and
transparently; protects individual rights; and complies with the Isle of Man’s legal framework
for data protection.

1. Scope

This policy applies to all personal data held by Quarter Note Limited, whether in paper or
electronic format, including but not limited to:

Data stored in My Music Staff (a third-party system).

Data captured via CCTV and audio in teaching areas, stored locally and backed up
to secure cloud storage.

Staff, students, volunteers, contractors, guardians, etc.

2. Legal Basis / Legal Framework (Isle of Man)

Quarter Note Limited complies with the following Isle of Man data protection laws and
regulations:

Data Protection Act 2018 (Isle of Man), together with the Data Protection
(Application of GDPR) Order 2018 and LED (Law Enforcement Directive)
Implementing Regulations 2018. These bring into Manx law a regime equivalent to
the EU GDPR. (consult.gov.im)

Registration and oversight by the Isle of Man Information Commissioner.
(isleofmangsc.com)

Other relevant orders/regulations concerning data retention, law enforcement, and
data sharing.

3. Definitions

Term Definition

Controller Quarter Note Limited — decides the purposes and means of

processing personal data.

Processor Any third party processing data on behalf of Quarter Note Limited (e.g.

My Music Staff, cloud storage providers).

Data Subject Any living individual about whom Quarter Note Limited holds personal

data.

Personal Data Any information relating to an identified or identifiable individual.


https://consult.gov.im/cabinet-office/new-data-protection-bill/?utm_source=chatgpt.com
https://www.isleofmangsc.com/cannabis/privacy/?utm_source=chatgpt.com

Special More sensitive personal data needing extra protection (e.g. health
Category Data information, biometric data, depending on context).

4. Principles of Data Processing

Quarter Note Limited adheres to the principles set out in the Isle of Man equivalents of
GDPR:

1. Lawfulness, fairness, and transparency — processing must be lawful, fair, and
transparent to the subject.

2. Purpose limitation — collected for specified, explicit purposes and not further
processed in a way incompatible with those purposes.

3. Data minimisation — only adequate, relevant, and limited to what is necessary.

4. Accuracy — kept up to date; reasonable steps to correct inaccurate data without
delay.

5. Storage limitation — kept no longer than necessary for the purposes.

6. Integrity and confidentiality — processed securely, protected against unauthorised
or unlawful processing, accidental loss, destruction, or damage.

7. Accountability — Quarter Note Limited is responsible for, and must be able to
demonstrate, compliance with all above principles.

5. Legal Bases for Processing

Quarter Note Limited will rely on one or more of the following legal bases depending on the
type of data and context:

Consent (where required).

Contractual necessity (e.g. managing lessons, payments, services).

Legal obligation.

Vital interests (rare).

Legitimate interests (where this does not override the rights or freedoms of the data
subject).

6. Specifics: Storage & Use of Data

6.1 My Music Staff

e All personal data held in My Music Staff is processed in line with their privacy policy.

e Data access is restricted to necessary staff.

e The system is used for lesson scheduling, payment, contact details, progress
tracking, etc.

6.2 CCTV & Audio Recording

e CCTV and audio are installed in all teaching areas for security, safeguarding, and
monitoring.

e Footage/audio is stored locally on cameras; backups are made to secure cloud
storage.

e Access to recordings is restricted; use is in line with legal obligations (e.g. data
subject rights, retention times).

e Signage informs persons that CCTV is in use in the premises.



7. Data Subject Rights

Data subjects have the following rights under Isle of Man data protection law:

Right of access — to request a copy of the personal data held about them.
Right to rectification — to correct inaccurate or incomplete data.

Right to erasure (right to be forgotten), in certain circumstances.

Right to restriction of processing — in certain circumstances.

Right to data portability — where applicable (for data provided in a structured,
commonly used machine-readable form).

Right to object — to certain processing (e.g. direct marketing, profiling).

Right not to be subject to automated decision-making (where relevant).

Requests should be made in writing to the Data Protection Officer (or designated person),
and appropriate verification may be needed. We will respond within timeframes required by

law.

8. Registration / Supervision

Quarter Note Limited is registered with the Isle of Man Information Commissioner
as a data controller / processor, as required by law.

The Information Commissioner’s Office (Inforights.im) acts as the supervisory
authority for data protection in the Isle of Man. Data subjects may complain to them if
dissatisfied. (isleofmangsc.com)

9. Data Security Measures

Use of secure, access-controlled systems (password protected, appropriate user
roles).

Encryption where appropriate (e.g. cloud backups, transmission).

Physical security of premises and local storage (secure locking etc.).

Regular backups.

Access logs and audit trails.

Data protection awareness training for staff with responsibilities for personal data.

10. Data Retention

Personal data will be retained only as long as necessary for the purposes for which it
was collected (taking into account legal, contractual, or safeguarding requirements).
CCTV/audio recordings will be kept for a defined retention period (30 days) unless
required longer for investigations or legal reasons.

11. Data Sharing / Transfers


https://www.isleofmangsc.com/cannabis/privacy/?utm_source=chatgpt.com

Data may be shared with third parties (e.g. processors, law enforcement,
safeguarding agencies) only when lawful, with appropriate safeguards (e.g.
contracts, data sharing agreements).

International transfers: If data is transferred outside the Isle of Man (or the European
Economic Area, or other jurisdictions), it must be ensured that the receiving entity
ensures an adequate level of protection or suitable safeguards are in place.

My Music Staff and cloud providers used for backup must have requirements that
meet or exceed the standards required under Isle of Man law and relevant
GDPR/LED orders.

12. CCTV / Audio Specific Provisions

A clear privacy notice will be displayed, indicating presence of CCTV and/or audio
recording.

Only authorised persons may view or access the recordings.

Requests for footage by data subjects handled through proper procedures, including
verifying identity.

Where recordings capture personal data, those data subject rights apply.

Any audio recording must comply with local laws about consent (if required) and
privacy; always balance monitoring needs against privacy expectations.

13. Data Protection Officer (DPO) / Point of Contact

Edward Wilson is Data Protection Officer or person responsible for data protection
compliance.

Contact details: eddiewilson5@hotmail.com; 07816323162; 75 Royal Park, Ramsey,
Isle of Man IM8 3UH.

14. Breach Notification

All staff must report data breaches immediately to the DPO.

The DPO will assess the breach and decide whether to notify the Information
Commissioner, and affected data subjects if required by law.

Breaches will be documented (what, when, how, actions taken).

15. Training & Awareness

Staff with responsibility for CCTV, system administration, backups are trained on
secure handling of data.

16. Review & Monitoring

This policy will be reviewed annually or when there are material changes (e.g. in
legislation, technology, services used).


mailto:eddiewilson5@hotmail.com

e Regular audits of data processing, storage, access, and retention schedules will be
conducted.

17. Complaints & Enforcement

e Individuals who believe their rights under data protection law have been violated may
raise a complaint to Quarter Note Limited via [Insert contact for complaint].

e |If not satisfied, they may contact the Isle of Man Information Commissioner,
through their website or contact details.

Approval
This policy was approved by Quarter Note Limited on 03/09/2025.

Signed: ﬂfm@@ (Director)

Date: __ 03/09/2025



Ed Wilson
03/09/2025
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